Error Handling and Observability

Comprehensive Error Management and System Monitoring for Service Function Architecture
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Executive Summary

This document defines the error handling and observability strategy for the Service Function
Architecture platform. The system implements a three-tier error handling model that
distinguishes between service function errors, service availability issues, and infrastructure
failures, while providing comprehensive monitoring and alerting capabilities.

Key Components:

» Three-Tier Error Classification: Function code errors, service availability errors, and
infrastructure errors

Topic-Based Error Communication: Structured error messaging through MQTT topics

Operations Subsystem: Observer-pattern monitoring without critical path interference

Circuit Breaker Implementation: Topic-based failure detection and recovery

Comprehensive Observability: System-wide monitoring, metrics, and alerting
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Benefits:

e Clear error classification and handling for different failure types

* Non-intrusive operational monitoring that doesn't affect performance

Intelligent client behavior based on error type and system state

Comprehensive system observability without operational complexity

Automated Failure detection and recovery mechanisms

Three-Tier Error Architecture

Error Classification System

The platform categorizes all errors into three distinct tiers, each requiring different handling
strategies and recovery mechanisms. This classification enables clients and operators to
respond appropriately based on the nature and scope of the failure.

Tier 1: Service Function Code Errors

Source: Business logic within service functions

Scope: Individual function calls

Handling: Direct response to caller

Recovery: Fix code or input validation
Tier 2: Service Availability Errors

» Source: Service infrastructure (pods down, deployment failures)
» Scope: Entire service or specific functions
* Handling: System-wide notification + direct response

* Recovery: Infrastructure remediation
Tier 3: Infrastructure Errors

* Source: Platform components (EMQX, databases, networking)
» Scope: Multiple services or entire platform
* Handling: System-wide broadcast notification

* Recovery: Infrastructure operations

Error Response Flow
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Error Handling Flow
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Tier 1: Service Function Code Errors

Error Types and Classification

Service function code errors represent failures within the business logic of individual
functions. These errors are well-defined, expected failure conditions that should be handled
gracefully by calling clients.

Standard Error Categories:
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csharp

public enum ServiceErrorType

{
ValidationError =-32001, //Invalid input data
BusinessLogicError =-32002,// Domain rule violations
AuthorizationError =-32003,// Permission denied
ResourceNotFound =-32004, //Requested resource doesn't exist
ConflictError =-32005, //Resource state conflicts
RateLimitError =-32006, //Rate limiting enforced
TimeoutError =-32007  //Function execution timeout

Error Response Structure

All service function errors follow a consistent JSON-RPC 2.0 error response format, ensuring
predictable client handling across all services.

Standard Error Response Format:

json

{
"jsonrpc": "2.0",
"id": "request-uuid-12345",
"error":
"code":-32001,
"message": "Validation Error",
"data": {
"errorType": "ValidationError",
"details": {
"field": "email",

"message": "Invalid email format",
"value": "invalid-email-address",
"constraint": "format: email"

2

"correlationld": "corr-uuid-67890",

"timestamp": "2024-12-15T10:30:00Z",

"service": "UserManagement",
"method": "createUser"

Business Logic Error Example:
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json

{
"jsonrpc": "2.0",
"id": "request-uuid-12345",
"error": {
"code":-32002,
"message": "Business Logic Error",
"data": {
"errorType": "BusinessLogicError",
"details": {
"rule": "duplicate_email",
"message": "User with this email already exists",
"conflictingResource": {
"type": "User",
"id": "user-uuid-existing"
}
h

"correlationld": "corr-uuid-67890",
"timestamp": "2024-12-15T10:30:00Z",

"service": "UserManagement",
"method": "createUser"

Function-Level Error Handling

Service Function Implementation:
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[ServiceFunction("UserManagement")]
public class UserService
{
private readonly IDataStore _dataStore;
private readonly IValidator _validator;

[Function("createUser")]
public async Task<CreateUserResponse> CreateUser(CreateUserRequest request)
{
try
{
// Input validation
var validationResult = await _validator.ValidateAsync(request);
if ('validationResult.IsValid)
{
throw new ServiceFunctionException(
ServiceErrorType.ValidationError,
"Invalid input data",
new ValidationErrorDetails

{
Errors = validationResult.Errors.Select(e => new ValidationError

{
Field = e.PropertyName,
Message = e.ErrorMessage,
Value = e.AttemptedValue?.ToString(),
Constraint = e.ErrorCode

}.TolList()

N

// Business logic validation
var existingUser = await _dataStore.Query("users",
Query.Where("email", request.Email)).FirstOrDefault();

if (existingUser != null)
{
throw new ServiceFunctionException(
ServiceErrorType.ConflictError,
"User with this email already exists",
new ConflictErrorDetails
{
Rule ="unique_email",

ConflictingResource = new ResourceReference

Copyright @2024 ZBlox. All Rights Reserved



Type = "User",
Id = existingUser["id"].ToString()

»;

// Execute business logic
var userld = await _dataStore.Insert("users", new JsonObject
{

["email"] = request.Email,

['name"] = request.Name,

['"department"] = request.Department,

['createdAt"] = DateTime.UtcNow

»;

return new CreateUserResponse
{
Userld = userld,
Success = true,
User = await GetUserByld(userld)
2
}
catch (ServiceFunctionException)
{
// Re-throw service function exceptions (will be handled by platform)
throw;

}

catch (Exception ex)
{
// Wrap unexpected exceptions
throw new ServiceFunctionException(
ServiceErrorType.InternalError,
"An unexpected error occurred",
new InternalErrorDetails
{
InternalMessage = ex.Message,
StackTrace = ex.StackTrace

D;

}

Platform Error Handling Wrapper:
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public class ServiceFunctionExecutor

{

public async Task<object> ExecuteFunction(ServiceCall call)
{
try
{
// Execute the actual service function
return await InvokeServiceFunction(call);

}

catch (ServiceFunctionException ex)
{
// Convert to standard error response format
var errorResponse = new JsonRpcErrorResponse
{
JsonRpc="2.0",
Id = call.Messageld,
Error = new JsonRpcError
{
Code = (int)ex.ErrorType,
Message = GetErrorMessage(ex.ErrorType),
Data = new ErrorData
{
ErrorType = ex.ErrorType.ToString(),
Details = ex.Details,
Correlationld = call.Correlationld,
Timestamp = DateTime.UtcNow,
Service = call.ServiceName,
Method = call.MethodName

// Send error response to caller's reply topic
await _messaging.Send(call.ReplyTo, errorResponse);
return null;

}

catch (Exception ex)

{

// Handle unexpected platform errors
await HandleUnexpectedError(call, ex);
return null;
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}

Client Error Handling

Client-Side Error Processing:
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public class ServiceClient

{

public async Task<T> CallService<T>(string serviceName, string methodName, object request)
{
try
{
var response = await _messaging.SendAndWait(
$"service/{serviceName}",
new ServiceCall
{
ServiceName = serviceName,
MethodName = methodName,
Parameters = request,
ReplyTo = _sessionTopic
2

timeout: TimeSpan.FromSeconds(30));

if (response.Error != null)

{

HandleServiceError(response.Error);

return JsonSerializer.Deserialize<T>(response.Result);

}

catch (TimeoutException)

{

// Handle timeout - could be service availability issue
throw new ServiceTimeoutException($"Service {serviceName} did not respond");

private void HandleServiceError(JsonRpcError error)

{

switch (error.Code)

{
case -32001: // ValidationError

var validationDetails = JsonSerializer.Deserialize<ValidationErrorDetails>(error.Data.Details);
throw new ValidationException(error.Message, validationDetails.Errors);

case -32002: // BusinessLogicError

var businessDetails = JsonSerializer.Deserialize<BusinessLogicErrorDetails>(error.Data.Details);
throw new BusinessLogicException(error.Message, businessDetails.Rule);
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case -32003:
throw new UnauthorizedException(error.Message);

case -32004:

throw new ResourceNotFoundException(error.Message);

case -32005:
var conflictDetails = JsonSerializer.Deserialize<ConflictErrorDetails>(error.Data.Details);
throw new ConflictException(error.Message, conflictDetails.Rule);

default:
throw new ServiceException(error.Message, error.Code);

Tier 2: Service Availability Errors

Service Health Monitoring

The Operations Subsystem continuously monitors service health through multiple indicators,
detecting when services become unavailable due to infrastructure issues rather than
business logic failures.

Health Monitoring Indicators:

Pod Status: Kubernetes pod health and readiness checks

Message Response Times: Unusual delays in service responses

Error Rate Spikes: Sudden increases in function execution failures

Resource Utilization: Memory, CPU, or storage exhaustion

Deployment Status: Failed deployments or container startup issues

Operations Subsystem Health Checker:
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public class ServiceHealthMonitor

{
private readonly IKubernetesClient _kubernetes;
private readonly IMessaging _messaging;
private readonly Dictionary<string, ServiceHealthState> _healthStates;

public async Task MonitorServiceHealth()
{

while (true)

{

foreach (var service in GetMonitoredServices())

{
var currentHealth = await CheckServiceHealth(service);
var previousHealth = _healthStates.GetValueOrDefault(service.Name);

if (HasHealthChanged(previousHealth, currentHealth))
{

await HandleHealthChange(service, previousHealth, currentHealth);

_healthStates[service.Name] = currentHealth;

await Task.Delay(TimeSpan.FromSeconds(10)); // Health check interval

private async Task<ServiceHealthState> CheckServiceHealth(Servicelnfo service)

{

var health = new ServiceHealthState

ServiceName = service.Name,

Timestamp = DateTime.UtcNow

3

// Check Kubernetes pod status

var pods = await _kubernetes.ListPodsAsync(service.Namespace, service.LabelSelector);
health.RunningPods = pods.Count(p => p.Status.Phase == "Running");

health.TotalPods = pods.Count;

health.ReadyPods = pods.Count(p => p.Status.ContainerStatuses?.All(c => c.Ready) == true);

// Check recent error rates

health.RecentErrorRate = await GetRecentErrorRate(service.Name);
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health.AverageResponseTime = await GetAverageResponseTime(service.Name);

health.Status = DetermineHealthStatus(health);

return health;

private ServiceHealthStatus DetermineHealthStatus(ServiceHealthState health)

{
if (health.RunningPods == 0)

return ServiceHealthStatus.Down;

if (health.ReadyPods < health.TotalPods * 0.5)
return ServiceHealthStatus.Degraded;

if (health.RecentErrorRate > 0.1)
return ServiceHealthStatus.Degraded;

if (health.AverageResponseTime > TimeSpan.FromSeconds(5))
return ServiceHealthStatus.Degraded;

return ServiceHealthStatus.Healthy;

Service Unavailable Error Handling

When the Operations Subsystem detects that a service is unavailable, it publishes
notifications to both the system-wide error topic and responds to pending requests with
service unavailable errors.

Service Unavailable Detection:
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public class ServiceAvailabilityHandler

{

private readonly IMessaging _messaging;

private readonly Dictionary<string, List<PendingRequest>> _pendingRequests;

public async Task HandleServiceUnavailable(string serviceName, ServiceHealthState health)

{

var unavailableError = new ServiceUnavailableError

{
Type = "service_unavailable",
Service = serviceName,
Reason = DetermineUnavailabilityReason(health),
EstimatedRecovery = EstimateRecoveryTime(health),
AffectedOperations = GetServiceOperations(serviceName),
Timestamp = DateTime.UtcNow,
Clusterld = _configuration.Clusterld

// Publish to system-wide error topic

await _messaging.Send($"system/{_configuration.Clusterld}/errors"”, unavailableError);

// Respond to any pending requests for this service
await RespondToPendingRequests(serviceName, unavailableError);

// Set up monitoring for service recovery
await SetupRecoveryMonitoring(serviceName);

private async Task RespondToPendingRequests(string serviceName, ServiceUnavailableError error)

{

if ('_pendingRequests.TryGetValue(serviceName, out var pending))
return;

foreach (var request in pending)

{

var errorResponse = new JsonRpcErrorResponse

{
JsonRpc ="2.0",
Id = request.Messageld,
Error = new JsonRpcError

{
Code =-32503, // Service Unavailable

Message = "Service Temporarily Unavailable",
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Data = new ServiceUnavailableErrorData

{

ErrorType = "ServiceUnavailable",

ServiceName = serviceName,

Reason = error.Reason,

EstimatedRecovery = error.EstimatedRecovery,
RetryAfter = CalculateRetryDelay(error),
Correlationld = request.Correlationld,
Timestamp = DateTime.UtcNow

await _messaging.Send(request.ReplyTo, errorResponse);

_pendingRequests[serviceName].Clear();

}

System Error Topic Message Format:
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json

{
"type": "service_unavailable",
"clusterld": "production-us-east",

"service": "UserManagement”,
"reason": "pod_restart_loop",
"details": {
"runningPods": 0,
"totalPods": 3,
"lastSuccessfulResponse": "2024-12-15T10:25:00Z",
"errorRate": 1.0,

n,n

"failureReason": "container_oom_killed"
2
"estimatedRecovery": "2-5 minutes",
"affectedOperations": [

"createUser",

"updateUser",

"deleteUser",

"getUser"
1
"impact": "high",

"timestamp": "2024-12-15T10:30:00Z",
"correlationld": "incident-uuid-12345"

Client Response to Service Unavailable

Client-Side Availability Handling:
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public class ResilientServiceClient

{

private readonly IMessaging _messaging;
private readonly Dictionary<string, ServiceAvailabilityState> _serviceStates;

public async Task<T> CallServiceWithResilience<T>(string serviceName, string methodName, object request

{

var serviceState = _serviceStates.GetValueOrDefault(serviceName, new ServiceAvailabilityState());

// Check if service is known to be unavailable
if (serviceState.Status == ServiceStatus.Unavailable &&
DateTime.UtcNow < serviceState.RetryAfter)

throw new ServiceTemporarilyUnavailableException(
$"Service {serviceName} is temporarily unavailable. Retry after {serviceState.RetryAfter}");

try
{

var response = await CallService<T>(serviceName, methodName, request);

// Service responded successfully - mark as available
serviceState.Status = ServiceStatus.Available;
serviceState.LastSuccessfulCall = DateTime.UtcNow;
serviceState.ConsecutiveFailures = 0;

return response;

}

catch (ServiceTimeoutException)

{

// Handle timeout - could indicate service availability issue

serviceState.ConsecutiveFailures++;

if (serviceState.ConsecutiveFailures >= 3)

{

// Assume service is temporarily unavailable
serviceState.Status = ServiceStatus.Unavailable;
serviceState.RetryAfter = DateTime.UtcNow.AddMinutes(2);

throw;

}

catch (ServiceUnavailableException ex)
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serviceState.Status = ServiceStatus.Unavailable;
serviceState.RetryAfter = ex.RetryAfter;
serviceState.UnavailabilityReason = ex.Reason;

throw;

Tier 3: Infrastructure Errors

Infrastructure Component Monitoring

Infrastructure errors affect multiple services or the entire platform. The Operations
Subsystem monitors core infrastructure components and publishes system-wide
notifications when issues are detected.

Monitored Infrastructure Components:

« EMQX Message Broker: Cluster health, node connectivity, topic routing

PostgreSQL Cluster: Database connectivity, replication lag, resource usage

MongoDB Replica Set: Primary election, replica health, connection pools

Redis Transaction Coordinator: Cluster membership, memory usage, persistence

Kubernetes Cluster: Node health, resource availability, network connectivity

Infrastructure Health Monitor:
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public class InfrastructureHealthMonitor

{
private readonly IEmgxHealthChecker _emqgxHealth;
private readonly IPostgreSqlHealthChecker _postgresHealth;
private readonly IMongoDbHealthChecker _mongoHealth;
private readonly IRedisHealthChecker _redisHealth;
private readonly IKubernetesHealthChecker _k8sHealth;
private readonly IMessaging _messaging;

public async Task MonitorInfrastructureHealth()

{

while (true)
{
var healthChecks = await Task.WhenAll(

CheckEmgxHealth(),
CheckPostgreSqlHealth(),
CheckMongoDbHealth(),
CheckRedisHealth(),
CheckKubernetesHealth()

var failedComponents = healthChecks.Where(h => 'h.IsHealthy).ToList();

if (FailedComponents.Any())
{

await HandlelnfrastructureFailures(failedComponents);

await Task.Delay(TimeSpan.FromSeconds(30)); // Infrastructure check interval

private async Task<ComponentHealth> CheckEmgxHealth()

{
try

{

var clusterStatus = await _emqgxHealth.GetClusterStatus();
var nodeHealth = await _emqgxHealth.GetNodeHealth();

return new ComponentHealth

{
Component = "emqgx_cluster”,
IsHealthy = clusterStatus.AllNodesRunning && nodeHealth.All(n => n.Status == "running"),
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Details = new EmqgxHealthDetails

{
RunningNodes = clusterStatus.RunningNodeCount,
TotalNodes = clusterStatus.TotalNodeCount,
MessageThroughput = await _emqgxHealth.GetMessageThroughput(),
ConnectionCount = await _emqgxHealth.GetConnectionCount(),
NodeDetails = nodeHealth

2

Timestamp = DateTime.UtcNow

2
}

catch (Exception ex)

{

return new ComponentHealth

{
Component = "emqgx_cluster",
IsHealthy = false,
Error = ex.Message,

Timestamp = DateTime.UtcNow

private async Task HandlelnfrastructureFailures(List<ComponentHealth> failedComponents)

{

foreach (var component in failedComponents)

{

var infrastructureError = new InfrastructureError
{
Type = "infrastructure_error",
Clusterld = _configuration.Clusterld,
Component = component.Component,
Severity = DetermineSeverity(component),
Message = GenerateErrorMessage(component),
Impact = Determinelmpact(component),
Details = component.Details,
Timestamp = DateTime.UtcNow,
Correlationld = Guid.NewGuid().ToString()

// Publish to system-wide error topic

await _messaging.Send($"system/{_configuration.Clusterld}/errors", infrastructureError);

// If critical component, also publish to emergency topic
if (infrastructureError.Severity == "critical")

{
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{

await _messaging.Send($"system/{_configuration.Clusterld}/emergency"”, infrastructureError);

}
}
}
}

EMQX Broker Health Monitoring

EMQX-Specific Health Checks:
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public class EmgxHealthChecker : IEmgxHealthChecker
{

private readonly HttpClient _emqgxApi;

private readonly IConfiguration _config;

public async Task<EmgxClusterStatus> GetClusterStatus()
{
try
{
var response = await _emgxApi.GetAsync("/api/v5/cluster");
var clusterinfo = await response.Content.ReadFromJsonAsync<EmagxClusterinfo>();

return new EmgxClusterStatus

{
AllINodesRunning = clusterinfo.Nodes.All(n => n.Status == "running"),
RunningNodeCount = clusterinfo.Nodes.Count(n => n.Status == "running"),
TotalNodeCount = clusterinfo.Nodes.Count,
ClusterState = clusterinfo.Status

2

}

catch (Exception ex)

{

return new EmgxClusterStatus

{
AllNodesRunning = false,

Error = ex.Message

|3

public async Task<List<EmgxNodeHealth>> GetNodeHealth()

{
var nodeHealthList = new List<EmgxNodeHealth>();

try
{

var nodesResponse = await _emqgxApi.GetAsync("/api/v5/nodes");

var nodes = await nodesResponse.Content.ReadFromJsonAsync<EmgxNodesInfo>();

foreach (var node in nodes.Nodes)

{
var healthResponse = await _emqgxApi.GetAsync($"/api/v5/nodes/{node.Name}/stats");
var stats = await healthResponse.Content.ReadFromJsonAsync<EmgxNodeStats>();
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nodeHealthList.Add(new EmgxNodeHealth

{
NodeName = node.Name,
Status = node.Status,
ConnectionCount = stats.Connections.Count,
SessionCount = stats.Sessions.Count,
SubscriptionCount = stats.Subscriptions.Count,
MessagelnRate = stats.Messages.InRate,
MessageOutRate = stats.Messages.OutRate,
MemoryUsage = stats.Memory.Used,
MemoryTotal = stats.Memory.Total,
IsHealthy = node.Status == "running" && stats.Memory.UsagePercent < 0.9

»;

}

catch (Exception ex)

{

// If we can't get node health, assume all nodes are unhealthy
nodeHealthList. Add(new EmgxNodeHealth

{
NodeName = "unknown",
Status = "error",
IsHealthy = false,
Error = ex.Message

»;

return nodeHealthList;

Database Health Monitoring

PostgreSQL Cluster Health:

Copyright @2024 ZBlox. All Rights Reserved
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public class PostgreSqlHealthChecker : IPostgreSqlHealthChecker
{

private readonly NpgsqlDataSource _dataSource;

public async Task<ComponentHealth> CheckHealth()
{

try

{

using var connection = await _dataSource.OpenConnectionAsync();

// Check basic connectivity
var connectivityCheck = await CheckConnectivity(connection);

// Check replication status if in cluster mode
var replicationHealth = await CheckReplicationHealth(connection);

// Check resource usage

var resourceHealth = await CheckResourceUsage(connection);

var isHealthy = connectivityCheck.IsHealthy &&
replicationHealth.IsHealthy &&
resourceHealth.IsHealthy;

return new ComponentHealth
{
Component = "postgresql_cluster”,
IsHealthy = isHealthy,
Details = new PostgreSqlHealthDetails
{
Connectivity = connectivityCheck,
Replication = replicationHealth,
Resources = resourceHealth
2
Timestamp = DateTime.UtcNow
k
}

catch (Exception ex)

{

return new ComponentHealth

{
Component = "postgresql_cluster”,
IsHealthy = false,
Error = ex.Message,
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}

private async Task<HealthCheckResult> CheckReplicationHealth(NpgsqlConnection connection)

{

}

Timestamp = DateTime.UtcNow

|3

try

{

var query = @"

SELECT
application_name,
client_addr,
state,
sent_lsn,
write_lsn,
flush_lsn,
replay_lsn,
write_lag,
flush_lag,
replay_lag

FROM pg_stat_replication";

using var command = new NpgsqlCommand(query, connection);
using var reader = await command.ExecuteReaderAsync();

var replicas = new List<ReplicaStatus>();
while (await reader.ReadAsync())

{
replicas.Add(new ReplicaStatus

{
ApplicationName = reader.GetString("application_name"),
ClientAddress = reader.GetString("client_addr"),
State = reader.GetString("state"),
WriteLag = reader.IsDBNull("write_lag") ? null : reader.GetTimeSpan("write_lag"),
FlushLag = reader.IsDBNull("flush_lag") ? null : reader.GetTimeSpan("flush_lag"),
ReplayLag = reader.IsDBNull("replay_lag") ? null : reader.GetTimeSpan("replay_lag")
1;

var isHealthy = replicas.All(r => r.State == "streaming" &&
(r.ReplayLag == null || r.ReplayLag < TimeSpan.FromSeconds(30)));

return new HealthCheckResult

{
IsHealthy isHealthy
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IsHealthy = isHealthy,
Details = replicas,

Message = isHealthy ? "Replication healthy" : "Replication issues detected"
2
}

catch (Exception ex)

{

return new HealthCheckResult

{
IsHealthy = false,

Message = $"Failed to check replication health: {ex.Message}"
Iy
}
}
}

Infrastructure Error Broadcasting

System-Wide Infrastructure Error Format:
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json

{
"type": "infrastructure_error",
"clusterld": "production-us-east",

"component": "emqgx_cluster”,
"severity": "critical",
"message": "EMQX node emqgx-2 disconnected from cluster”,
"impact": "possible_message_delays",
"details": {
"runningNodes": 2,
"totalNodes": 3,
"disconnectedNode": "emqgx-2",
"lastSeen": "2024-12-15T10:28:00Z",
"clusterState": "degraded"”,
"messageBacklog": 15420,
"affectedTopics": [
"service/UserManagement",
"service/OrderManagement”,
"ui/change/+",
"system/production-us-east/health”

]
17

"recommendations”: [
"Messages may experience increased latency",
"Some Ul updates may be delayed",
"Monitor for node recovery or restart emgx-2",
"Consider manual failover if node does not recover within 10 minutes"
1
"timestamp": "2024-12-15T10:30:00Z",
"correlationld": "incident-uuid-infra-67890",

"estimatedResolution": "5-15 minutes",
"escalationRequired": true

Circuit Breaker Implementation

Topic-Based Circuit Breaking

The platform implements circuit breaker patterns based on MQTT topic availability and
response patterns rather than traditional HTTP-based circuit breakers. This approach aligns
with the messaging-centric architecture while providing intelligent failure handling.

Circuit Breaker States:
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* Closed: Normal operation, all messages routed normally
* Open: Service unavailable, immediate failure responses

» Half-Open: Testing recovery, limited message routing

Topic Circuit Breaker Implementation:

Copyright @2024 ZBlox. All Rights Reserved
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public class TopicCircuitBreaker
{
private readonly ConcurrentDictionary<string, CircuitBreakerState> _circuitStates
= new ConcurrentDictionary<string, CircuitBreakerState>();
private readonly IMessaging _messaging;
private readonly CircuitBreakerConfig _config;

public async Task<bool> ShouldAllowMessage(string topic, ServiceCall call)

{

var state = _circuitStates.GetOrAdd(topic, _=> new CircuitBreakerState

{
State = CircuitState.Closed,

LastStateChange = DateTime.UtcNow
1;

switch (state.State)
{

case CircuitState.Closed:
return await HandleClosedState(topic, state, call);

case CircuitState.Open:
return await HandleOpenState(topic, state, call);

case CircuitState.HalfOpen:
return await HandleHalfOpenState(topic, state, call);

default:

return true;

private async Task<bool> HandleClosedState(string topic, CircuitBreakerState state, ServiceCall call)

{
// In closed state, monitor for failures
var recentFailures = await GetRecentFailureCount(topic, TimeSpan.FromMinutes(5));
var recentSuccesses = await GetRecentSuccessCount(topic, TimeSpan.FromMinutes(5));
var totalRequests = recentFailures + recentSuccesses;

if (totalRequests >= _config.MinimumRequestThreshold)
{

var failureRate = (double)recentFailures / totalRequests;

if (FailureRate >= _config.FailureThreshold)
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{
// Open the circuit

state.State = CircuitState.Open;
state.LastStateChange = DateTime.UtcNow;
state.FailureCount = recentFailures;

await PublishCircuitBreakerEvent(topic, CircuitState.Open,
$"Circuit opened due to {failureRate:P} failure rate");

return false; // Reject this message

return true; //Allow message in closed state

private async Task<bool> HandleOpenState(string topic, CircuitBreakerState state, ServiceCall call)

{
// Check if we should transition to half-open

var timelnOpen = DateTime.UtcNow - state.LastStateChange;

if (timelnOpen >= _config.OpenTimeout)

{
// Transition to half-open to test recovery
state.State = CircuitState.HalfOpen;
state.LastStateChange = DateTime.UtcNow;
state.TestRequestCount = 0;

await PublishCircuitBreakerEvent(topic, CircuitState.HalfOpen,
"Circuit transitioning to half-open for testing");

return true; //Allow this test message

// Still in open state - reject message immediately
await SendCircuitOpenResponse(call);
return false;

private async Task<bool> HandleHalfOpenState(string topic, CircuitBreakerState state, ServiceCall call)

{
// In half-open state, allow limited test requests
if (state.TestRequestCount >= _config.HalfFOpenMaxRequests)
{
// Too many test requests already - reject
await SendCircuitOpenResponse(call)
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await SendCircuitOpenResponse(call);
return false;

state.TestRequestCount++;
return true; //Allow this test message

public async Task RecordSuccess(string topic)

{
if (_circuitStates.TryGetValue(topic, out var state))

{
if (state.State == CircuitState.HalfFOpen)

{

// Check if we have enough successful test requests to close circuit

var successfulTests = await GetSuccessfulTestRequests(topic, state.LastStateChange);

if (successfulTests >= _config.HalfFOpenSuccessThreshold)

{

// Close the circuit - service is healthy again
state.State = CircuitState.Closed;
state.LastStateChange = DateTime.UtcNow;
state.FailureCount = 0;

await PublishCircuitBreakerEvent(topic, CircuitState.Closed,
"Circuit closed - service recovered");

await RecordMessageResult(topic, MessageResult.Success);

public async Task RecordFailure(string topic, Exception error)

{
if (_circuitStates.TryGetValue(topic, out var state))

{
if (state.State == CircuitState.HalFOpen)

{

// Failure during half-open testing - reopen circuit
state.State = CircuitState.Open;
state.LastStateChange = DateTime.UtcNow;

await PublishCircuitBreakerEvent(topic, CircuitState.Open,
$"Circuit reopened due to test failure: {error.Message}");

Copyright @2024 ZBlox. All Rights Reserved

31



await RecordMessageResult(topic, MessageResult.Failure, error);

private async Task SendCircuitOpenResponse(ServiceCall call)

{

var circuitOpenError = new JsonRpcErrorResponse
{
JsonRpc="2.0",
Id = call.Messageld,
Error = new JsonRpcError
{
Code =-32503, // Service Unavailable
Message = "Circuit Breaker Open”,
Data = new CircuitBreakerErrorData
{
ErrorType = "CircuitBreakerOpen",
ServiceName = call.ServiceName,

Message = "Service is temporarily unavailable due to repeated failures",

RetryAfter = DateTime.UtcNow.Add(_config.OpenTimeout),
Correlationld = call.Correlationld,
Timestamp = DateTime.UtcNow

await _messaging.Send(call.ReplyTo, circuitOpenError);

Cascading Failure Prevention

Service Dependency Circuit Breakers:
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public class DependencyCircuitBreakerManager

{
private readonly Dictionary<string, List<string>> _serviceDependencies;
private readonly TopicCircuitBreaker _circuitBreaker;

public async Task HandleServiceFailure(string failedService)

{

var dependentServices = _serviceDependencies
Where(kvp => kvp.Value.Contains(failedService))
Select(kvp => kvp.Key)
.ToList();

foreach (var dependentService in dependentServices)
{
await _circuitBreaker.PreemptivelyOpenCircuit(
$"service/{dependentService}",
$"Dependency {failedService} is unavailable");

var cascadingFailureEvent = new CascadingFailureEvent
{

Type = "cascading_failure_prevented",

OriginService = failedService,

AffectedServices = dependentServices,

Action = "circuits_opened_preemptively",

Timestamp = DateTime.UtcNow

await _messaging.Send($"system/{_config.Clusterld}/errors", cascadingFailureEvent);

Operations Subsystem Observer Pattern

Non-Intrusive Monitoring Architecture

The Operations Subsystem operates as a pure observer, monitoring all system activity
without interfering with the critical path of message processing. This design ensures that
operational monitoring never becomes a bottleneck or single point of failure.
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Observer Implementation:
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public class OperationsObserver

{

private readonly IMessaging _messaging;
private readonly IKubernetesClient _kubernetes;
private readonly IMetricsCollector _metrics;

private readonly Dictionary<string, ObservationState> _observations;

public async Task StartObserving()
{
// Subscribe to all service topics to observe message flow
await _messaging.Subscribe("service/+", ObserveServiceCall);

// Subscribe to all response topics to observe completions
await _messaging.Subscribe("session/+/response"”, ObserveServiceResponse);

// Subscribe to Ul update topics to monitor real-time activity
await _messaging.Subscribe("ui/change/+", ObserveUlUpdate);

// Start background monitoring tasks

_ =Task.Run(MonitorKubernetesResources);
_ =Task.Run(MonitorMessageThroughput);
_ =Task.Run(MonitorSystemHealth);

_ =Task.Run(AnalyzePatterns);

private async Task ObserveServiceCall(string topic, Message message)

{
try

{

var serviceCall = JsonSerializer.Deserialize<ServiceCall>(message.Body);
var serviceName = ExtractServiceNameFromTopic(topic);

// Record the call for monitoring
await RecordServiceCallAttempt(serviceName, serviceCall);

// Check if this represents unusual patterns
await AnalyzeCallPattern(serviceName, serviceCall);

// Monitor for potential availability issues
await CheckServiceAvailability(serviceName);

}

catch (Exception ex)

{
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// Observer errors should never affect system operation
await LogObserverError("ObserveServiceCall", ex);

private async Task ObserveServiceResponse(string topic, Message message)

{
try

{

var sessionld = ExtractSessionldFromTopic(topic);

// Determine if this is a success or error response

var iserror = message.Body.ToString().Contains("\"error\":");

if (isError)

{

var errorResponse = JsonSerializer.Deserialize<JsonRpcErrorResponse>(message.Body);
await RecordServiceError(sessionld, errorResponse);

}

else

{

await RecordServiceSuccess(sessionld, message);

// Update response time metrics
await UpdateResponseTimeMetrics(sessionld, message);

}

catch (Exception ex)

{

await LogObserverError("ObserveServiceResponse", ex);

private async Task CheckServiceAvailability(string serviceName)

{

var observation = _observations.GetOrAdd(serviceName, _ => new ObservationState());

// Track recent call attempts and responses
var recentCalls = await GetRecentCalls(serviceName, TimeSpan.FromMinutes(2));
var recentResponses = await GetRecentResponses(serviceName, TimeSpan.FromMinutes(2));

// Calculate response rate
var responseRate = recentCalls > 0 ? (double)recentResponses / recentCalls : 1.0;

if (responseRate < 0.5 && recentCalls >= 5)
{
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{
// Service appears to be having availability issues

await InvestigateServiceAvailability(serviceName, recentCalls, recentResponses);

private async Task InvestigateServiceAvailability(string serviceName, int recentCalls, int recentResponses
{

// Check Kubernetes pod status

var pods = await _kubernetes.ListPodsAsync("services", $"app={serviceName}");

var runningPods = pods.Count(p => p.Status.Phase == "Running");

var readyPods = pods.Count(p => p.Status.ContainerStatuses?.All(c => c.Ready) == true);

if (runningPods == 0 || readyPods == 0)
{
// Service is definitely unavailable
await PublishServiceUnavailableError(serviceName, new ServiceUnavailableReason
{
Type = runningPods == 07? "no_running_pods" : "pods_not_ready",
RunningPods = runningPods,
ReadyPods = readyPods,
TotalPods = pods.Count,
RecentCallAttempts = recentCalls,
RecentResponses = recentResponses
D;
}
else if (responseRate < 0.2)
{
// Service is running but not responding - possible overload or crash loop
await PublishServiceDegradedError(serviceName, new ServiceDegradedReason
{
Type = "poor_response_rate",
ResponseRate = responseRate,
RunningPods = runningPods,
ReadyPods = readyPods
D;

Metrics Collection and Analysis

Real-Time Metrics Processing:
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public class MetricsProcessor

{

private readonly IMetricsStorage _storage;
private readonly IAlertManager _alertManager;

public async Task ProcessMetrics()

{

while (true)

{

var metrics = await CollectCurrentMetrics();

foreach (var metric in metrics)

{

await StoreMetric(metric);
await CheckThresholds(metric);
await UpdateDashboards(metric);

await Task.Delay(TimeSpan.FromSeconds(15)); // Collection interval

private async Task<List<Metric>> CollectCurrentMetrics()

{

var metrics = new List<Metric>();

// Service-level metrics
foreach (var service in GetActiveServices())

{

metrics.AddRange(await CollectServiceMetrics(service));
// Infrastructure metrics
metrics.AddRange(await CollectinfrastructureMetrics());

// Platform metrics
metrics.AddRange(await CollectPlatformMetrics());

return metrics;

private async Task<List<Metric>> CollectServiceMetrics(string serviceName)

{
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var recentWindow = TimeSpan.FromMinutes(5);

return new List<Metric>

{

new Metric
{
Name = "service_request_rate",
Service = serviceName,
Value = await GetRequestRate(serviceName, recentWindow),
Timestamp = DateTime.UtcNow,
Unit = "requests_per_second"

13

new Metric
{
Name = "service_error_rate",
Service = serviceName,
Value = await GetErrorRate(serviceName, recentWindow),
Timestamp = DateTime.UtcNow,
Unit = "percentage”
13

new Metric

{

Name = "service_response_time_p95",

Service = serviceName,

Value = await GetResponseTimePercentile(serviceName, 0.95, recentWindow),
Timestamp = DateTime.UtcNow,

Unit = "milliseconds"

L

new Metric

{

Name = "service_pod_count",

Service = serviceName,

Value = await GetRunningPodCount(serviceName),
Timestamp = DateTime.UtcNow,

Unit = "count”

private async Task CheckThresholds(Metric metric)
{

var thresholds = await GetThresholdsForMetric(metric.Name, metric.Service);

foreach (var threshold in thresholds)

{
if (IsThresholdBreached(metric Value threshold))
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if (IsThresholdBreached(metric.Value, threshold))
{

await _alertManager.TriggerAlert(new Alert
{
MetricName = metric.Name,
Service = metric.Service,
Threshold = threshold,
ActualValue = metric.Value,
Severity = threshold.Severity,
Message = GenerateAlertMessage(metric, threshold),

Timestamp = DateTime.UtcNow

Client Error Handling Integration

Multi-Channel Error Awareness

Clients subscribe to multiple error channels to gain complete situational awareness of
system state, enabling intelligent behavior based on error types and infrastructure health.

Client Error Handling Framework:
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public class PlatformAwareClient

{

private readonly IMessaging _messaging;

private readonly string _sessionTopic;

private readonly string _clusterld;

private readonly Dictionary<string, ServiceState> _serviceStates;
private readonly SystemHealthState _systemHealth;

public async Task Initialize()

{

// Subscribe to direct response channel
await _messaging.Subscribe(_sessionTopic, HandleDirectResponse);

// Subscribe to system-wide error notifications
await _messaging.Subscribe($"system/{_clusterld}/errors”, HandleSystemError);

// Subscribe to emergency notifications
await _messaging.Subscribe($"system/{_clusterld}/emergency"”, HandleEmergencyNotification);

// Subscribe to circuit breaker events
await _messaging.Subscribe($"system/{_clusterld}/circuit-breaker”, HandleCircuitBreakerEvent);

public async Task<T> CallService<T>(string serviceName, string methodName, object request)

{

// Check current service state before attempting call

var serviceState = _serviceStates.GetValueOrDefault(serviceName);

if (serviceState?.IsUnavailable == true)

{

return await HandleUnavailableService<T>(serviceName, methodName, request, serviceState);

if (_systemHealth.HaslInfrastructurelssues)

{

return await Handlelnfrastructurelssues<T>(serviceName, methodName, request);

try
{

return await ExecuteServiceCall<T>(serviceName, methodName, request);

}

catch (ServiceException ex)
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return await HandleServiceException<T>(serviceName, ex);

private async Task HandleSystemError(string topic, Message message)

{

var systemError = JsonSerializer.Deserialize<SystemError>(message.Body);

switch (systemError.Type)

{

case "service_unavailable":
await HandleServiceUnavailableNotification(systemError);

break;

case "infrastructure_error":
await HandlelnfrastructureErrorNotification(systemError);

break;

case "cascading_failure_prevented":
await HandleCascadingFailureNotification(systemError);

break;

// Update Ul to show system status
await UpdateSystemStatusUl(systemError);

private async Task HandleServiceUnavailableNotification(SystemError error)

{

var serviceName = error.Service;
var serviceState = _serviceStates.GetOrAdd(serviceName, _=> new ServiceState());

serviceState.lsUnavailable = true;
serviceState.UnavailableReason = error.Reason;
serviceState.EstimatedRecovery = ParseEstimatedRecovery(error.EstimatedRecovery);

serviceState.LastUpdate = DateTime.UtcNow;

// Show user-friendly message
await ShowUserNotification(new UserNotification
{
Type = NotificationType.Warning,
Title = "Service Temporarily Unavailable",
Message = $"The {GetServiceDisplayName(serviceName)} service is temporarily unavailable. " +
$"We're working to restore it. Estimated recovery: {error.EstimatedRecovery}",

Duration TimeSpan FromMinutes(2)

Copyright @2024 ZBlox. All Rights Reserved 42



Duration = TimeSpan.FromMinutes(2),
Actions = new[]

{
new NotificationAction("Retry", () => RetryFailedOperations(serviceName)),
new NotificationAction("Learn More", () => ShowServiceStatusPage(serviceName))

»;

private async Task HandleInfrastructureErrorNotification(SystemError error)

{
_systemHealth.Infrastructurelssues[error.Component] = new Infrastructurelssue
{
Component = error.Component,
Severity = error.Severity,
Impact = error.Impact,
Message = error.Message,
Timestamp = error.Timestamp

// Adjust client behavior based on infrastructure issue
switch (error.Component)
{

case "emqgx_cluster":

await HandleMessaginglssues(error);
break;

case "postgresql_cluster":
await HandleDatabaselssues(error);
break;

case "kubernetes_cluster":

await HandleClusterlssues(error);
break;

// Show infrastructure status banner
await ShowInfrastructureStatusBanner(error);

private async Task<T> HandleUnavailableService<T>(string serviceName, string methodName, object request

{
// Check if we can provide cached data or fallback functionality

var cachedResult = await TryGetCachedResult<T>(serviceName, methodName, request);
if (cachedResult != null)

{
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{

await ShowCachedDataNotification(serviceName);
return cachedResult;

// Check if there's a fallback service
var fallbackResult = await TryFallbackService<T>(serviceName, methodName, request);
if (FallbackResult != null)

{

await ShowFallbackNotification(serviceName);
return fallbackResult;

// Show retry dialog with service status
var retryResult = await ShowRetryDialog<T>(serviceName, methodName, request, state);
return retryResult;

Intelligent Client Behavior

Adaptive Client Strategies:
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public class AdaptiveClientBehavior

{
public async Task<ClientStrategy> DetermineStrategy(string serviceName, SystemHealthState health)

{
var strategy = new ClientStrategy();

// Analyze current conditions
var serviceHealth = health.ServiceStates.GetValueOrDefault(serviceName);
var infrastructureHealth = health.Infrastructurelssues;

if (serviceHealth?.IsUnavailable == true)

{
strategy.PreferCachedData = true;
strategy.ShowOfflineMode = true;
strategy.EnableRetryLogic = true;
strategy.Retrylnterval = TimeSpan.FromMinutes(1);

if (infrastructureHealth.ContainsKey("emagx_cluster"))

{

strategy.IncreaseTimeouts = true;
strategy.PreferBatchOperations = true;
strategy.ShowConnectivitywarning = true;

if (infrastructureHealth.ContainsKey("postgresql_cluster"))

{
strategy.PreferReadOnlyOperations = true;

strategy.DeferWriteOperations = true;
strategy.ShowDataSyncwWarning = true;

return strategy;

public async Task ApplyStrategy(ClientStrategy strategy)

{
if (strategy.ShowOfflineMode)

{
await EnableOfflineMode();

if (strategy.IncreaseTimeouts)
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{

SetServiceTimeouts(TimeSpan.FromSeconds(60));

}

if (strategy.PreferCachedData)

{
SetCacheStrategy(CacheStrategy.PreferCache);

}

if (strategy.ShowConnectivitywarning)
{

await ShowConnectivityBanner("Some features may be slower than usual due to network issues");
}
}
}

Alerting and Notification System

Multi-Level Alerting Strategy

The platform implements a sophisticated alerting system that escalates notifications based
on severity and impact, ensuring that the right people are notified at the right time without
causing alert fatigue.

Alert Severity Levels:

Info: Informational events that don't require action

Warning: Issues that should be investigated but don't affect users

Error: Problems affecting users that require prompt attention

Critical: Severe issues requiring immediate response

* Emergency: Platform-wide failures requiring all-hands response

Alert Routing Configuration:
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alerting:
routes:
- match:
severity: info
receiver: monitoring-channel

- match:
severity: warning
receiver: dev-team-slack

- match:
severity: error
component: service
receiver: on-call-engineer
group_wait: 30s
repeat_interval: 10m

- match:
severity: critical
receiver: critical-alerts
group_wait: Os
repeat_interval: 5m

- match:
severity: emergency
receiver: emergency-response
group_wait: 0s
repeat_interval: 2m

receivers:
- name: monitoring-channel
slack:
channel: '#monitoring’

- name: dev-team-slack
slack:
channel: '#dev-alerts'

- name: on-call-engineer
pagerduty:
service_key: '{{ .pagerduty_service_key}}'
slack:
channel: '#incidents'
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- name: critical-alerts
pagerduty:
service_key: '{{.pagerduty_critical_key }}'
slack:
channel: '#critical-alerts'
email:

to: ['sre-team@company.com']

- name: emergency-response

pagerduty:

service_key: '{{ .pagerduty_emergency_key }}'
phone:

numbers: ['+1-555-0123', '+1-555-0124']
slack:

channel: '#emergency'
email:

to: ['executives@company.com’, 'sre-team@company.com']

Alert Manager Implementation
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public class AlertManager

{

private readonly INotificationService _notifications;
private readonly IAlertRepository _repository;
private readonly AlertRoutingConfig _routing;

public async Task ProcessAlert(Alert alert)

{
// Enrich alert with context

var enrichedAlert = await EnrichAlert(alert);

// Determine routing based on alert properties
var routes = _routing.FindMatchingRoutes(enrichedAlert);

// Apply grouping and throttling
var shouldSend = await ShouldSendAlert(enrichedAlert, routes);

if (shouldSend)
{

foreach (var route in routes)

{

await SendAlert(enrichedAlert, route);

// Store alert for correlation and analysis
await _repository.StoreAlert(enrichedAlert);

private async Task<EnrichedAlert> EnrichAlert(Alert alert)
{

var enriched = new EnrichedAlert(alert);

// Add context from recent events
enriched.RecentEvents = await GetRecentRelatedEvents(alert);

//Add infrastructure context
enriched.InfrastructureContext = await GetlInfrastructureContext(alert);

// Add impact assessment
enriched.ImpactAssessment = await Assessimpact(alert);

// Add suggested actions
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enriched.SuggestedActions = await GetSuggestedActions(alert);

return enriched;

private async Task<bool> ShouldSendAlert(EnrichedAlert alert, List<AlertRoute> routes)

{

foreach (var route in routes)

{

// Check if we've already sent this alert recently

var recentAlerts = await _repository.GetRecentAlerts(
alert.Service,
alert.MetricName,
DateTime.UtcNow.Subtract(route.Repeatinterval));

if (recentAlerts.Any())

{
continue; // Skip this route due to throttling

// Check grouping window
if (route.GroupWait > TimeSpan.Zero)

{
await ScheduleGroupedAlert(alert, route);
continue;

return true; // Should send immediately

return false;

Runbook Integration

Automated Runbook Suggestions:
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public class RunbookEngine

{

private readonly Dictionary<string, List<RunbookStep>> _runbooks;

public async Task<List<RunbookStep>> GetRunbookForAlert(EnrichedAlert alert)
{

var runbookKey = GenerateRunbookKey(alert);

if (_runbooks.TryGetValue(runbookKey, out var specificRunbook))
{

return await PersonalizeRunbook(specificRunbook, alert);

// Fall back to general runbooks
var generalRunbook = await GetGeneralRunbook(alert.Component, alert.Severity);

return await PersonalizeRunbook(generalRunbook, alert);

private async Task<List<RunbookStep>> PersonalizeRunbook(List<RunbookStep> runbook, EnrichedAlert

{

var personalizedSteps = new List<RunbookStep>();

foreach (var step in runbook)

{

var personalizedStep = step.Clone();

// Replace placeholders with actual values
personalizedStep.Description = ReplacePlaceholders(step.Description, alert);
personalizedStep.Command = ReplacePlaceholders(step.Command, alert);

// Add context-specific information
if (step.RequiresContext)

{
personalizedStep.ContextData = await GatherStepContext(step, alert);

}
personalizedSteps.Add(personalizedStep);

}

return personalizedSteps;

}
}
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// Example runbook for service unavailable
var serviceUnavailableRunbook = new List<RunbookStep>

{

new RunbookStep

{
Title = "Check Pod Status",
Description = "Verify the current status of {SERVICE_NAME} pods",
Command = "kubectl get pods -n services -l app={SERVICE_NAME}",
ExpectedOutput = "All pods should be in Running state",
FailureAction = "Proceed to restart pods if any are not running"

3

new RunbookStep
{
Title = "Check Pod Logs",
Description = "Examine recent logs for error messages",
Command = "kubectl logs -n services -l app={SERVICE_NAME} --tail=100",
LookFor = "Error messages, exceptions, or crash indicators"

L

new RunbookStep

{
Title = "Check Resource Usage",
Description = "Verify CPU and memory usage for {SERVICE_NAME} pods",
Command = "kubectl top pods -n services -l app={SERVICE_NAME}",
Thresholds = "CPU should be <80%, Memory should be <90%"

3

new RunbookStep

{
Title = "Test Service Connectivity",
Description = "Attempt to call a health check endpoint”,
Command = "platform-cli health-check {SERVICE_NAME}",
ExpectedOutput = "Service should respond with healthy status",
TimeoutSeconds = 30

3

new RunbookStep

{
Title = "Restart Service if Necessary",
Description = "Restart pods if previous steps indicate issues",
Command = "kubectl rollout restart deployment/{SERVICE_NAME} -n services",
RequiresApproval = true,

Impact = "Brief service interruption during restart"

Performance Monitoring and Optimization
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Real-Time Performance Metrics

The observability system continuously monitors performance characteristics across all
platform components, providing insights for both reactive troubleshooting and proactive
optimization.

Performance Metrics Collection:
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public class PerformanceMonitor

{

private readonly IMetricsCollector _metrics;
private readonly ITimeSeriesDatabase _tsdb;

public async Task CollectPerformanceMetrics()

{

var timestamp = DateTime.UtcNow;

// Service function performance
await CollectServiceFunctionMetrics(timestamp);

// Message broker performance
await CollectMessageBrokerMetrics(timestamp);

// Database performance
await CollectDatabaseMetrics(timestamp);

// Infrastructure performance
await CollectInfrastructureMetrics(timestamp);

// Client-side performance
await CollectClientMetrics(timestamp);

private async Task CollectServiceFunctionMetrics(DateTime timestamp)

{

foreach (var service in GetActiveServices())

{

var metrics = new List<Metric>

{

await CreateMetric("function_request_rate", service,
await GetRequestRate(service, TimeSpan.FromMinutes(1)), timestamp),

await CreateMetric("function_error_rate", service,
await GetErrorRate(service, TimeSpan.FromMinutes(1)), timestamp),

await CreateMetric("function_response_time_p50", service,
await GetResponseTimePercentile(service, 0.5), timestamp),

await CreateMetric("function_response_time_p95", service,
await GetResponseTimePercentile(service, 0.95), timestamp),
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await CreateMetric("function_response_time_p99", service,
await GetResponseTimePercentile(service, 0.99), timestamp),

await CreateMetric("function_concurrency", service,
await GetConcurrentExecutions(service), timestamp),

await CreateMetric("function_queue_depth", service,
await GetQueueDepth(service), timestamp)

await _tsdb.WriteMetrics(metrics);

private async Task CollectMessageBrokerMetrics(DateTime timestamp)

{

var emqgxMetrics = await GetEmgxMetrics();

var metrics = new List<Metric>

{
new Metric("mqgtt_connections_total", emgxMetrics.TotalConnections, timestamp),
new Metric("mqtt_sessions_total", emgxMetrics.TotalSessions, timestamp),
new Metric("mqtt_subscriptions_total", emgxMetrics.TotalSubscriptions, timestamp),
new Metric("mqtt_messages_in_rate", emgxMetrics.MessagesinRate, timestamp),
new Metric("mqtt_messages_out_rate", emgxMetrics.MessagesOutRate, timestamp),
new Metric("mqtt_messages_dropped"”, emgxMetrics.MessagesDropped, timestamp),
new Metric("mqtt_message_latency p95", emgxMetrics.MessagelLatencyP95, timestamp),
new Metric("mqtt_cluster_nodes_running", emgxMetrics.RunningNodes, timestamp)

await _tsdb.WriteMetrics(metrics);

// Check for performance degradation
await CheckMessageBrokerPerformance(emqgxMetrics);

private async Task CheckMessageBrokerPerformance (EmgxMetrics metrics)
{
// Check message latency
if (metrics.MessagelatencyP95 > TimeSpan.FromMilliseconds(100))
{
await TriggerAlert(new Alert
{
Severity = AlertSeverity.Warning,
Component = "emqgx_cluster”,
MetricName "message_latency_high"
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MetricName = "message_latency_high",

Message = $"MQTT message latency is elevated: {metrics.MessageLatencyP95.TotalMilliseconds}
Threshold = 100,

ActualValue = metrics.MessagelLatencyP95.TotalMilliseconds

»;

// Check dropped messages
if (metrics.MessagesDropped > 0)

{

await TriggerAlert(new Alert
{
Severity = AlertSeverity.Error,
Component = "emqgx_cluster",
MetricName = "messages_dropped"”,
Message = $"MQTT broker is dropping messages: {metrics.MessagesDropped}/sec”,
ActualValue = metrics.MessagesDropped

»;

// Check cluster health
if (metrics.RunningNodes < metrics.TotalNodes)

{

await TriggerAlert(new Alert

{
Severity = AlertSeverity.Critical,
Component = "emqgx_cluster",
MetricName = "cluster_degraded",
Message = $"EMQX cluster degraded: {metrics.RunningNodes}/{metrics.TotalNodes} nodes running"

»;

Distributed Tracing

Service Function Tracing:
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public class DistributedTracer

{

private readonly ITraceExporter _exporter;

public async Task TraceServiceCall(ServiceCall call, Func<Task<object>> execution)

{

using var activity = StartActivity($"service.{call.ServiceName}.{call. MethodName}");

// Add trace context to the call
activity?.SetTag("service.name", call.ServiceName);
activity?.SetTag("service.method", call. MethodName);
activity?.SetTag("correlation.id", call.Correlationld);
activity?.SetTag("user.id", call.UserContext?.Userld);
try
{

// Record start time

var startTime = DateTime.UtcNow;

// Execute the service function
var result = await execution();

// Record success metrics

var duration = DateTime.UtcNow - startTime;
activity?.SetTag("execution.duration_ms", duration.TotalMilliseconds);
activity?.SetTag("execution.status", "success");

return result;

}

catch (ServiceFunctionException ex)

{
// Record service function errors
activity?.SetTag("execution.status", "error");
activity?.SetTag("error.type"”, ex.ErrorType.ToString());
activity?.SetTag("error.message", ex.Message);

throw;

}

catch (Exception ex)

{
// Record unexpected errors
activity?.SetTag("execution.status", "error");

activity?.SetTag("error.type", "unexpected");
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activity?.SetTag("error.message", ex.Message);

throw;

public async Task TraceMessageFlow(string messageld, string fromTopic, string toTopic,
TimeSpan processingTime, string correlationld)

{

var trace = new MessageTrace
{
Messageld = messageld,
Correlationld = correlationld,
FromTopic = fromTopic,
ToTopic = toTopic,
ProcessingTime = processingTime,
Timestamp = DateTime.UtcNow,
Traceld = Activity.Current?.Traceld.ToString(),
Spanld = Activity.Current?.Spanld.ToString()

await _exporter.ExportMessageTrace(trace);

Performance Optimization Recommendations

Automated Performance Analysis:
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public class PerformanceAnalyzer
{
public async Task<List<OptimizationRecommendation>> AnalyzePerformance()

{

var recommendations = new List<OptimizationRecommendation>();

// Analyze service function performance

recommendations.AddRange(await AnalyzeServiceFunctionPerformance());

// Analyze resource utilization

recommendations.AddRange(await AnalyzeResourceUtilization());

//Analyze message patterns

recommendations.AddRange(await AnalyzeMessagePatterns());

// Analyze database performance

recommendations.AddRange(await AnalyzeDatabasePerformance());

return recommendations.OrderByDescending(r => r.lmpact).ToList();

private async Task<List<OptimizationRecommendation>> AnalyzeServiceFunctionPerformance()
{

var recommendations = new List<OptimizationRecommendation>();

foreach (var service in GetActiveServices())
{

var metrics = await GetServiceMetrics(service, TimeSpan.FromHours(24));

// Check for high latency services
if (metrics.ResponseTimeP95 > TimeSpan.FromSeconds(5))
{
recommendations.Add(new OptimizationRecommendation
{
Type = "performance",
Priority = "high",
Service = service,
Issue = "High response time",

Description = $"Service {service} has P95 response time of {metrics.ResponseTimeP95.TotalSeconds
Suggestions = new[]

{

"Review business logic for optimization opportunities”,
"Check database query performance”,
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"Consider caching frequently accessed data",
"Evaluate if function can be split into smaller operations”
2
Impact = CalculateLatencylmpact(metrics.ResponseTimeP95, metrics.RequestRate)
D
}

// Check for high error rates
if (metrics.ErrorRate > 0.05) //>5% error rate
{
recommendations.Add(new OptimizationRecommendation
{
Type = "reliability",
Priority = "critical",
Service = service,
Issue = "High error rate",

Description = $"Service {service} has {metrics.ErrorRate:P} error rate",
Suggestions = new(]
{
"Investigate error logs for common failure patterns",
"Improve input validation to prevent errors",
"Add retry logic for transient failures",
"Review error handling in business logic"
2
Impact = CalculateErrorRatelmpact(metrics.ErrorRate, metrics.RequestRate)
1;
}

// Check for scaling opportunities
if (metrics.ConcurrentExecutions > metrics.PodCount * 10)
{
recommendations.Add(new OptimizationRecommendation
{
Type = "scaling",
Priority = "medium",
Service = service,
Issue = "High concurrency"”,

Description = $"Service {service} averaging {metrics.ConcurrentExecutions} concurrent executions witk
Suggestions = new(]

{
$"Consider scaling to {CalculateOptimalPodCount(metrics)} pods",
"Implement horizontal pod autoscaling”,
"Review resource requests and limits",
"Monitor CPU and memory usage during peak loads"
2

Impact CalculateScalinglmpact(metrics ConcurrentExecutions metrics PodCount)
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Impact = CalculateScalinglmpact(metrics.ConcurrentExecutions, metrics.PodCount)
1;
}
}

return recommendations;

}
}

Security Monitoring and Incident Response

Security Event Detection

Security-Focused Monitoring:
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public class SecurityMonitor

{
private readonly ISecurityEventProcessor _processor;
private readonly IMessaging _messaging;

public async Task MonitorSecurityEvents()

{

// Monitor authentication events

await _messaging.Subscribe("security/auth/+", ProcessAuthenticationEvent);

// Monitor authorization failures
await _messaging.Subscribe("security/authz/+", ProcessAuthorizationEvent);

// Monitor suspicious patterns
_ =Task.Run(MonitorSuspiciousPatterns);

// Monitor service function security events

await _messaging.Subscribe("service/+/security", ProcessServiceSecurityEvent);

private async Task ProcessAuthenticationEvent(string topic, Message message)
{

var authEvent = JsonSerializer.Deserialize<AuthenticationEvent>(message.Body);

// Detect brute force attempts
await DetectBruteForceAttempts(authEvent);

// Detect unusual login patterns

await DetectUnusualLoginPatterns(authEvent);

// Detect credential stuffing
await DetectCredentialStuffing(authEvent);

private async Task DetectBruteForceAttempts(AuthenticationEvent authEvent)

{

if (QuthEvent.Success)
return;

var recentFailures = await GetRecentAuthFailures(

authEvent.Userld ?? authEvent.lpAddress,
TimeSpan.FromMinutes(15));
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if (recentFailures >=5)

{
await TriggerSecurityAlert(new SecurityAlert
{
Type = "brute_force_attempt",
Severity = AlertSeverity.Critical,
Source = authEvent.IpAddress,
Target = authEvent.Userld,
Description = $"Detected {recentFailures} failed login attempts"”,
RecommendedActions = new[]
{
"Block IP address",
"Lock user account if targeted",
"Review authentication logs",
"Check for credential leaks"

N

private async Task MonitorSuspiciousPatterns()

{

while (true)

{
// Check for unusual API call patterns
await DetectUnusualApiPatterns();

// Check for data exfiltration patterns
await DetectDataExfiltrationPatterns();

// Check for privilege escalation attempts
await DetectPrivilegeEscalationAttempts();

await Task.Delay(TimeSpan.FromMinutes(5));

private async Task DetectUnusualApiPatterns()

{
var timeWindow = TimeSpan.FromHours(1);
var currentTime = DateTime.UtcNow;

foreach (var user in GetActiveUsers())

{
var userActivity = await GetUserApiActivity(user.ld, timeWindow);
baseline await GetUserActivityBaseline(  1d)
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var baseline = await GetUserActivityBaseline(user.ld);

// Check for unusual volume
if (userActivity.RequestCount > baseline.AverageRequestCount * 3)
{
await TriggerSecurityAlert(new SecurityAlert
{
Type = "unusual_api_volume",
Severity = AlertSeverity.Warning,
Source = user.ld,
Description = $"User {user.ld} made {userActivity.RequestCount} API calls (baseline: {baseline.Averagef
Metadata = new Dictionary<string, object>
{
['user_id"] = user.Id,
['request_count"] = userActivity.RequestCount,
['baseline_count"] = baseline.AverageRequestCount,
["time_window"] = timeWindow.ToString()

D;

// Check for unusual service access patterns

var newServices = userActivity.AccessedServices.Except(baseline.TypicalServices).ToList();
if (newServices.Count >= 3)

{

await TriggerSecurityAlert(new SecurityAlert

{

Type = "unusual_service_access",
Severity = AlertSeverity.Warning,
Source = user.ld,

Description = $"User {user.Id} accessed {newServices.Count} services outside normal pattern”,
Metadata = new Dictionary<string, object>

{
['user_id"] = user.Id,
['new_services"] = newServices,
['typical_services"] = baseline.TypicalServices

D

Incident Response Automation
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Automated Response Actions:

Copyright @2024 ZBlox. All Rights Reserved

65



csharp

public class IncidentResponseAutomation

{

private readonly ISecurityActions _securityActions;
private readonly lIncidentManager _incidents;

public async Task HandleSecurityAlert(SecurityAlert alert)
{
// Create incident record
var incident = await _incidents.Createlncident(new Incident
{
Type = "security",
Severity = alert.Severity,
Title = alert.Type,
Description = alert.Description,
Source = alert.Source,
AutomatedResponse = true

»;

// Execute automated response based on alert type

var responseActions = await DetermineResponseActions(alert);

foreach (var action in responseActions)

{
try
{
await ExecuteResponseAction(action, incident);
await _incidents.LogAction(incident.Id, action);
}
catch (Exception ex)
{
await _incidents.LogActionFailure(incident.Id, action, ex);
}
}

// Escalate if necessary
if (ShouldEscalate(alert, responseActions))

{

await Escalatelncident(incident);

private async Task<List<ResponseAction>> DetermineResponseActions(SecurityAlert alert)

{
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var actions = new List<ResponseAction>();

switch (alert.Type)
{
case "brute_force_attempt":
actions.AddRange(new[]
{
new ResponseAction("block_ip", alert.Source, TimeSpan.FromHours(1)),
new ResponseAction("notify_user", alert.Target),

new ResponseAction("increase_monitoring", alert.Source, TimeSpan.FromHours(24))

D
break;

case "unusual_api_volume":
actions.AddRange(new([]
{
new ResponseAction("rate_limit_user", alert.Source, TimeSpan.FromMinutes(30)),
new ResponseAction("enhanced_logging", alert.Source, TimeSpan.FromHours(2)),
new ResponseAction("notify_security_team", alert.Source)

D
break;

case "data_exfiltration_suspected":
actions.AddRange(new([]
{
new ResponseAction("suspend user", alert.Source),
new ResponseAction("block_data_access", alert.Source),
new ResponseAction("emergency_notification", alert.Source),
new ResponseAction("preserve_evidence", alert.Source)

D;
break;

return actions;

private async Task ExecuteResponseAction(ResponseAction action, Incident incident)

{
switch (action.Type)

{
case "block_ip":
await _securityActions.BlocklpAddress(action.Target, action.Duration);
break;

case "suspend_user":
await _securityActions SuspendUser(action Target "Security incident")
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await _securityActions.SuspendUser(action.Target, "Security incident");
break;

case "rate_limit_user":
await _securityActions.ApplyRateLimit(action.Target, action.Duration);
break;

case "notify_security_team":
await _securityActions.NotifySecurityTeam(incident);
break;

case "emergency_notification":
await _securityActions.TriggerEmergencyNotification(incident);
break;

Compliance and Audit Logging

Comprehensive Audit Trail

Audit Event Processing:
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public class AuditLogger

{

private readonly IAuditStorage _storage;

private readonly IComplianceChecker _compliance;

public async Task LogServiceFunctionCall(ServiceCall call, object result, TimeSpan duration)

{

var auditEvent = new AuditEvent

{

EventType = "service_function_call",

Timestamp = DateTime.UtcNow,

Userld = call.UserContext?.Userld,

Sessionld = call.Sessionld,

Correlationld = call.Correlationld,

ServiceName = call.ServiceName,

MethodName = call.MethodName,

Parameters = SanitizeParameters(call.Parameters),

Result = SanitizeResult(result),

Duration = duration,

Success = result != null,

IpAddress = call.ClientlpAddress,

UserAgent = call.UserAgent,

Compliance = new Compliancelnfo

{
DataClassification = await GetDataClassification(call),
RetentionPeriod = await GetRetentionPeriod(call),
ProcessingLawfulBasis = await GetProcessingBasis(call)

await _storage.StoreAuditEvent(auditEvent);

await _compliance.ValidateCompliance(auditEvent);

public async Task LogDataAccess(string collection, string operation, object query,

List<string> recordlds, UserContext user)

{

var auditEvent = new DataAccessAuditEvent

{

EventType = "data_access",
Timestamp = DateTime.UtcNow,
Userld = user.Userld,

Collection = collection,
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Operation = operation,

Query = SanitizeQuery(query),

Recordlds = recordlds,

RecordCount = recordlds.Count,

DataSensitivity = await GetDataSensitivity(collection),

AccessJustification = await GetAccessJustification(user, collection, operation),

Compliance = new Compliancelnfo

{
GdprApplicable = await IsGdprApplicable(collection, recordids),
HipaaApplicable = await IsHipaaApplicable(collection),
DataSubjects = await GetDataSubjects(recordids)

await _storage.StoreAuditEvent(auditEvent);

// Check for compliance violations
await CheckComplianceViolations(auditEvent);

private async Task CheckComplianceViolations(DataAccessAuditEvent auditEvent)

{

var violations = new List<ComplianceViolation>();

// Check for excessive data access
var recentAccess = await GetRecentDataAccess(auditEvent.Userld, TimeSpan.FromHours(24));
if (recentAccess.Count > 1000)

{

violations.Add(new ComplianceViolation
{
Type = "excessive_data_access",
Severity = "medium”,
Description = $"User accessed {recentAccess.Count} records in 24 hours",
Regulation = "GDPR Article 5(1)(c) - Data Minimization"
K

// Check for unauthorized sensitive data access
if (QuditEvent.DataSensitivity == "high" && !'await HasSensitiveDataAuthorization(auditEvent.Userld))
{
violations.Add(new ComplianceViolation
{
Type = "unauthorized_sensitive_access",
Severity = "high",
Description = "Access to sensitive data without proper authorization",
Regulation "GDPR Article 32 - Security of Processing"
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Regulation = "GDPR Article 32 - Security of Processing"

»;
}

if (violations.Any())
{

await HandleComplianceViolations(auditEvent, violations);

}
}
}

Compliance Reporting

Automated Compliance Reports:
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public class ComplianceReporter

{

public async Task<ComplianceReport> GenerateGdprReport(DateTime startDate, DateTime endDate)

{

var report = new GdprComplianceReport

{

ReportPeriod = new DateRange(startDate, endDate),
GeneratedAt = DateTime.UtcNow

L

// Data processing activities
report.ProcessingActivities = await GetProcessingActivities(startDate, endDate);

// Data subject requests
report.DataSubjectRequests = await GetDataSubjectRequests(startDate, endDate);

// Data breaches
report.DataBreaches = await GetDataBreaches(startDate, endDate);

// Access controls validation
report.AccessControlsValidation = await ValidateAccessControls();

// Data retention compliance
report.DataRetentionCompliance = await CheckDataRetentionCompliance();

return report;

public async Task<SecurityComplianceReport> GenerateSecurityReport(DateTime startDate, DateTime

{

var report = new SecurityComplianceReport

{

ReportPeriod = new DateRange(startDate, endDate),
GeneratedAt = DateTime.UtcNow

5

// Security incidents
report.Securitylncidents = await GetSecuritylncidents(startDate, endDate);

// Authentication events
report.AuthenticationMetrics = await GetAuthenticationMetrics(startDate, endDate);

// Authorization violations
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report.AuthorizationViolations = await GetAuthorizationViolations(startDate, endDate);

report.VulnerabilityAssessment = await GetVulnerabilityAssessment();

return report;

}
}

Conclusion

The Error Handling and Observability system provides comprehensive coverage of failure
scenarios, monitoring capabilities, and operational intelligence for the Service Function
Architecture platform. The three-tier error classification ensures appropriate handling of
different failure types, while the observer-pattern operations subsystem provides complete
system visibility without impacting performance.

Key Benefits Delivered:
* Comprehensive Error Coverage: Three-tier classification handles function errors,

service availability issues, and infrastructure failures

* Intelligent Client Behavior: Error-aware clients adapt behavior based on system state
and error types

* Non-Intrusive Monitoring: Observer pattern ensures operational monitoring never
affects critical path performance

* Proactive Issue Detection: Circuit breakers and health monitoring prevent cascading
failures

* Complete Observability: System-wide metrics, tracing, and logging provide operational
intelligence

* Automated Response: Security monitoring and incident response reduce manual
intervention requirements

Strategic Advantages:
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» Operational Excellence: Comprehensive monitoring and alerting enable proactive
operations

» System Resilience: Circuit breakers and adaptive client behavior prevent cascading
failures

* Developer Productivity: Clear error classification and handling reduce debugging time
* Compliance Readiness: Comprehensive audit logging supports regulatory requirements

* Performance Optimization: Real-time metrics and analysis enable continuous
improvement

» Security Posture: Automated security monitoring and response protect against threats

The error handling and observability architecture ensures that the platform maintains high
availability and performance while providing operators with the tools and information
needed to maintain optimal system health and security.
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